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ABSTRACT

Managing cybersecurity policies and procedures within organizations
suggests increasing the efficiency of digital accounting systems and,
eventually, the overall performance among Small-Medium Enterpris-
es (SMEs). Therefore, this study aims at exploring the role of cyberse-
curity awareness and its priors in improving the quality of digital ac-
counting systems and ultimately reinforcing the overall performance
SME:s in Jordan. Using a quantitative approach, 435 employees from
Jordanian SMEs were surveyed to determine the purpose of this study.
Utilizing a structural equation model based on AMOS software, the
results of this study indicate that employees’ cybersecurity awareness
is significantly affected by their priors (Strategies Adopted, Legal
Consequences, Proactive, and Information Security). Additionally,
the results of this study indicate that employees’ cybersecurity aware-
ness significantly influences their adoption of digital accounting sys-
tems. Furthermore, the results of this research reveal that the adoption
of digital accounting systems significantly influences organizational
performance. The results of this research contribute to the related lit-
erature through integrating Human-Organization-Technology Theory
and Diffusion of Innovations Theory to reinforce SMEs’ performance.
Finally, the primary practical insight of this study outcomes is that
policymakers in SMEs are encouraged to employ assertive policies
and procedures regarding cybersecurity settings to obtain digital ac-
counting quality and enhance overall business performance.

Keywords: Cybersecurity awareness, Digital accounting systems,
Organization Performance, information security, Intention to use, SMEs.

1. INTRODUCTION

As digital transformation technologies play a critical role in enhancing organizational competi-
tiveness in the market, management accounting systems and innovation capabilities can bolster
the productivity of an organization (Ahmad et al., 2024). Among SMEs environments, the usage
of accounting information systems plays a primary role in SMEs’ sustainability and success of
SMEs as accounting information systems strongly enhance the effectiveness of management con-
trol processes (Al-Hattami & Kabra, 2024). Additionally, accounting information systems can pro-
vide sufficient information and reports that assist policymakers and managers in decision-making
processes (Salehi, 2024). Developing accounting information systems offers a positive correlation
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with organization performance, Al-Okaily (2024) discovered that well implementation of account-
ing information systems based on various attributes such as information, system, and services
quality, individual performance, and workgroup performance indicate a positive impact on firm
performance among listed firms of Jordan. However, there is a consensus that enhancing account-
ing information systems can improve organizational performance (Elmaasrawy Tawfik, 2024).

Security is a challenge, accounting information is considered a sensitive resource for organiza-
tions, and unauthorized access to accounting information can lead to undesirable consequences
(Tao et al., 2019). In this digital era, integrating cybersecurity algorithms with digital technolo-
gies such as blockchain, big data, cloud computing, and artificial intelligence has the ability to
reinforce the adoption of digital technologies among accounting information systems in orga-
nizations (Saputra & Paranoan, 2024). As accounting and financial information are targets for
attackers, cybersecurity algorithms have become a real alternative for avoiding unauthorized
access, accounting information attacks, and financial information crimes (Alhanatleh et al.,
2024; Alghizzawi et al., 2024). In this setting, users of accounting information systems play a
critical role in protecting personal and accounting information by increasing their knowledge
toward the cybersecurity attack types.

The modern resources of cyber risks, rules, and regulations lay companies under robust pres-
sure to create information security measures and offer guarantees to regulators immediately
(Yigit Ozkan & Spruit, 2023). Based on this, organizations should provide sufficient policies for
accounting information systems users to improve their cybersecurity awareness and clarify the
significant role of information confidentiality and integrity regarding accounting and financial
information (Anyanwu et al., 2024). SMEs can enhance their information security measures
by employing various measurements and standards (Bosanac et al., 2025). Investing in cyber-
security technologies has been an endeavor in various business domains, purposing to provide
robust tools for securing business information and resources. Cybersecurity capabilities play a
considerable role in the successful implementation of digital transformation technologies (e.g.,
artificial intelligence, cloud computing, blockchain, and various others) among accounting in-
formation systems in originations, as adopting the quality of cybersecurity tools can assist in
the ongoing deployment of digital transformation infrastructure (Alhanatleh et al., 2023; Rabie,
2024; Priambodo et al., 2025). Recent trends in information technology industries have indicat-
ed that cybersecurity algorithms provide significant implications in enhancing digital technol-
ogy development and cyber-attackers have the ability to damage digital information systems
and technology infrastructure (Vestad & Yang, 2023). For instance, artificial intelligence capa-
bilities enhance the effectiveness and efficiency of digital accounting systems through cyberse-
curity among industrial companies in Jordan (Alrfai et al., 2023). Supporting employees with
last updates on cybersecurity threats is the most important procedure that organizations should
systematically conduct, leading to reinforce a staff culture toward risk management (Cram et
al., 2023). Studies in relevant literature have demonstrated that cybersecurity awareness and
digital accounting information systems provide critical perspectives to enhance organizational
performance (Thamae et al., 2024; Soomro et al, 2024).

The main objective of this study is to explore the critical influence of cybersecurity awareness
and digital technologies on industrial firms’ performance. This study establishes a new con-
nection between cybersecurity awareness and its priors with digital accounting information
systems and firms’ performance through applying both Human-Organization-Technology The-
ory and Diffusion of Innovations Theory. Therefore, searching for these factors suggests new
insights to reinforce firms’ performance, particularly within emerging nations such as Jordan.
The interaction between model constructs provides valuable practical implications for manag-
ers of SMEs in industry settings in Jordan in terms of empowering employees with cybersecu-
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rity awareness and knowledge, reinforcing the post-adoption of digital accounting information
systems, and offering new directions to enhance overall performance.

2. LITERATURE REVIEW
2.1.STUDY THEME BACKGROUND

Advancements in accounting information systems improve individual, workgroup, and overall
organizational performance (Idris et al., 2018; Magboul et al., 2024). Maintaining a high repu-
tation image in the marketplace is considered a strategic key for most organizations, as digital
accounting systems can redesign and restructure compliance processes that minimize the poten-
tial risk of reputational damage (Ahmad, 2024). Moreover, digital technologies among account-
ing systems play a considerable role in reducing cost in organizations that digitally change the
frames of accounting procedures and practices, leading to cost savings for firms and improving
overall firm performance (Jackson & Allen, 2024). Moreover, improving innovation quality
among firms is a major factor in reinforcing firms’ performance, as the quality of accounting
information systems can drive, boost, and motivate firm innovation (Zhang et al., 2024). Ac-
counting information systems offer a high degree of innovation efficiency by adjusting and
monitoring firm resources, fostering overall performance.

Recent empirical examinations have asserted that the quality measurements of accounting in-
formation systems provide great opportunities to achieve organizational objectives and goals.
Hattami et al. (2024) conducted research on accounting information systems using an informa-
tion success model to evaluate the role of the quality measurements of accounting information
systems on SMEs in emerging nations and discovered that high quality accounting information
systems offer various advantages for SMEs, such as maximizing the net benefit of employees
and managers, facilitating transactions, increasing throughputs, and earning a competitive ad-
vantage. In the same vein, Pereira et al. (2024) stated that the quality measurements of account-
ing information systems have the ability to increase the degree and efficiency of SMEs invest-
ments, leading to an enhancement in the decision-making process to ensure SMEs’ growth. The
authors discovered that a high degree of accounting information system quality enables SMEs
to conduct more future investments, making SMEs’ performance more active.

To enhance the usage and quality of accounting information systems, most organizations have
sought to develop their accounting information systems by deploying digital technologies, pro-
viding advanced capabilities to reinforce various features such as accuracy, effectiveness, ef-
ficiency, decision-making processes, and overall performance (AlFraihat et al., 2025). In this
setting, Adeyeri (2024) asserted that artificial intelligence technologies are considered a critical
tool in developing accounting information systems practices, bolstering organizational perfor-
mance. Therefore, Artificial intelligence tools have changed the form of accounting activities
and processes based on several methods such as machine learning, robots, and deep learn-
ing, resulting in enhancing operational effectiveness and efficiency, reinforcing financial report
quality, automating accounting transactions, and providing reliable and accurate financial in-
formation (Azaan & Elsa, 2024). Furthermore, the digital transformation infrastructure among
accounting systems plays a primary role in SMEs’ performance, which invest in artificial in-
telligence applications, big data science, and data analytics tools, have a considerable chance
to enhance the accuracy and timeliness of accounting and financial information, reduce cost,
and eventually boost the efficiency and effectiveness of decision-making (Kusumawardhani et
al., 2024). Almagtari et al. (2024) explored the role of artificial intelligence applications in in-
creasing the usage of accounting information systems among information audit technologies in
Middle Eastern nations, discovering that artificial intelligence and digital technologies, such as
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cloud computing and data mining have a critical influence on accounting information systems
usage and reinforce the perceived benefits. Therefore, digital information platforms are capable
to enhance the productivity of organizations, assist in allocating resources, and support to in-
crease the usage of accounting information systems, especially in emerging nations.

Based on the adoption of modern technologies to implement effective accounting information
systems, Alharasis et al. (2024) disclosed that technological factors (relative advantage and
compatibility), Organizational factors (top management support, firm size, IT infrastructure,
and employees’ IT competency), and environmental factors (competitive pressure and client
accounting information system complexity) positively influence accounting data quality. As a
result, this can reduce user mistakes, improve financial reporting, foster financial and account-
ing data transparency and accessibility, and enhance decision-making processes among SMEs
in Jordan, resulting in sustaining SMEs productivity. In the same context, adopting artificial
intelligence technologies, cloud computing platforms, deep learning applications, and big data
considerably affects the efficiency and effectiveness of accounting practices and auditing pro-
cesses through the mediating role of IT governance among SMEs in emerging nations, thereby
positively influencing the overall performance of accounting and audit functions (Almagqtari,
2024). In modern business, digital transformation technologies are considered a primary re-
source for organizations that enhance their internal and external processes. Therefore, digital
transformation capabilities reduce the effort and cost of classifying, filtering, retrieving, and
analyzing accounting information and assist organizations in reducing the expenses of manage-
ment processes (Ballantine & Galliers, 2017). For instance, blockchain technology as new con-
cept of data structure has changed the form of accounting and financial practices that generate a
digital transaction and disseminate it between users, providing various features for accounting
processes such as security, decentralization, and group consensus, which supports perceived
trust in accounting transactions (Abad-Segura et al., 2024). In addition, big data applications
have been deployed among organizations, offering valuable accounting information to enhance
accounting management practices and overall performance (Sun et al., 2024).

2.2. DEVELOPED RESEARCH MODEL

The theoretical framework and the hypotheses development of this study’s model were well-jus-
tified based on cybersecurity setting and digital accounting system literature. Figure 1 provides
the conceptual framework of this study that seeks to discover the real influence of employees’
cybersecurity awareness based on its priors in enhancing digital accounting information sys-
tems and eventually measuring SMEs performance in Jordan. The primary feature of this model
is to integrate Human-Organization-Technology theory and Diffusion of Innovations Theory
to measure the role of cybersecurity awareness to enhance SMEs performance in Jordan. The
model developed in this study considers a few frameworks applied to industrial companies in
emerging countries, especially in digital accounting information systems.

Figure 1. Developed research framework

Role of senior management H1
Strategic Adopted Q\‘ H5 H6

H3 = Cybersecurity Awarness —~ Digital AIS Adoption [ Organization Performance
Legal consequences /'
H4,
Proactive information security|
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2.2.1. ANTECEDENTS OF CYBERSECURITY AWARENESS

Cybersecurity is a set of processes for providing protection to business from digital crimes that
are mostly targeted at harming the physical or soft resources of organizations such as operat-
ing systems, network infrastructure, and information systems (Akter et al., 2022). As a stressor
factor to enhance cybersecurity functions, cybersecurity awareness is a platform that provides
users with the best practices and knowledge to deal with various types of digital threats, aiming
to increase their proactive and protective behavior (Neri et al., 2024). To reinforce cybersecurity
awareness among businesses, an employees’ cybersecurity awareness has been influenced by
multiple antecedents, leading to the maximization of employees’ protection knowledge to ensure
best experiences of usage (Thamae et al., 2024). It has been indicated that Human-Organiza-
tion-Technology theory has an ability to enhance cybersecurity in organization and cybersecuri-
ty awareness among employees (Kumar et al., 2021). Based on Human-Organization-Technol-
ogy theory that established by (Yusof et al., 2008), this study suggests that legal consequences,
proactive information security, role of senior management, and strategies adopted determinants
provide a significant role on enhanced cybersecurity awareness in Jordanian SMEs.

The Role of Senior Management implies that various activities of top management should be
accomplished in developing organizations such as support, commitment, and participation. It
has been confirmed that even though establishing a qualified cybersecurity infrastructure is a
cost center, investing in cybersecurity provides positive insights toward reinforcing the infor-
mation security culture and overall performance within organizations as information technolo-
gy and top management managers play a critical role in this process (Pigola et al., 2024). The
role of senior management has been researched as a primary key for enhancing organizational
performance in various settings based on several features such as legitimacy, commitment,
evaluation, and ethical leadership (Dora, et al, 2013; Kumar et al., 2021). Commitment, partic-
ipation, regular evaluation, and ethical leadership of senior management in organizations can
considerably improve cybersecurity levels and reinforce employees’ cybersecurity awareness
(Kumar et al., 2021; Xue et al., 2018).

H : the role of senior management has a capacity to influence employees’cybersecurity aware-
ness among SMEs.

Strategies Adopted considered critical determinant of cybersecurity awareness that aligns with
the main business strategies of a firm (Nassimbeni et al., 2012). The strategies adopted define
various aspects to reinforce cybersecurity awareness. First, providing a clear vision regarding
information security can foster employees’ cybersecurity awareness and enrich information
security knowledge and culture (Mirtsch et al., 2020). Moreover, institutionalized IT security
governance is considered a critical aspect of strategies adopted by SMEs to sketch information
technology governance procedures and policies to affirm information security execution and
security instructions (Moulton & Coles, 2003). Kumar et al. (2021) asserted that institutional-
ized IT security governance substantially enhances confidentiality, integrity, authenticity, and
non-repudiation of organizational information, leading to the management of cyber threats.
Furthermore, risk management controls are a critical feature of strategies adopted, aiming to
achieve various objectives such as identifying appropriate controls at the strategic level of the
organization, determining the degree of compatibility with internet providers, and defining the
degree of centralization and decentralization of these controls (Knowles et al., 2015; Van der
Haar & Von Solms, 2003). Additionally, reward policy is another considerable feature of adopt-
ed strategies that argues that sanctions and rewards play a positive role in motivating employ-
ees to follow the information security protocol (Bulgurcu et al., 2010). As a result, applying
organizational theories regarding reward policy among SMEs is considered a primary aspect in
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forming positive employee behavior and attitudes toward cybersecurity awareness. Finally, in-
formation sharing is an influential strategy that encourages the dissemination of information re-
garding cyber threats and information technology risk among SMEs, which supports the culture
of proactive security (Skopik et al., 2016). Information sharing about risks has been confirmed
as a primary procedure for increasing employees’ cybersecurity awareness (Kumar et al., 2021).

H,: Strategic adopted has a capacity to influence employees’cybersecurity awareness among SMEs.

Legal Consequences are an additional essential determinant driving employees’ cybersecurity
awareness in organizations that legal platforms based on assertive sanctions have the capaci-
ty to reduce risks and cyber-attacks (Roumani et al., 2015). Informing regulatory authorities
about previous cyber-crimes suggests decreasing information security risks among employees
(Ratten, 2019). Additionally, using the power of law to monitor employees’ behavior during
information systems usage is considered a critical procedure to reinforce proactive practice in
terms of protection (Samtani et al., 2017). Finally, applying local and international legislation
regarding cyber-attacks within organizations can assist in avoiding potential cyber risks (Al-
brecht, 2016). However, empirical evidence has demonstrated that legal consequences ensure a
positive interaction toward enhanced cybersecurity among organizations and reinforce employ-
ees’ cybersecurity awareness degree (Kumar et al., 2021).

H,: Legal Consequences has a capacity to influence employees’ cybersecurity awareness among SMEs.

Proactive Information Security is considered a significant antecedent of cybersecurity aware-
ness which is achieved by regularly performing frames and updating and providing programs
regarding security education, training, and awareness (Sipior et al., 2018; Ekelund and Iskou-
jina, 2019). Proactive information security occurs by aligning the organization, information
technology, and information system strategies to form the policies, procedures, and practices
of information technology security (Bulgurcu et al., 2010). A literature review on proactive in-
formation security has confirmed that ongoing and proactive environmental analysis regarding
cyber threats and attacks assist in addressing such cyber risks and successfully dealing with
attacks successfully (Appiah et al., 2020; Kumar et al., 2021). Therefore, providing education
and knowledge about possible cyber-attacks increases employees’ cybersecurity awareness and
security levels among organizations (Kumar et al., 2021).

H,: Proactive Information Security has a capacity to influence employees’cybersecurity aware-
ness among SMEs.

2.2.2. ROLE OF CYBERSECURITY AWARENESS ON DIGITALACCOUNTING
SYSTEMS USAGE

Cybersecurity attacks have a considerable role in organizational performance as a high degree
of cybersecurity procedures reinforces a high rate of performance, improves business value
models, increases revenue, and influences organizational reputation, especially among account-
ing information systems (Alzghoul et al., 2024; Berkman et al.,2018; Curtis et al., 2018). As
employees’ cybersecurity awareness is a vital element in this context, providing appropriate
knowledge and understanding regarding the fundamentals and activities of cybersecurity affir-
matively influences employees’ behavior toward cyber-attacks during performing accounting
and financial practices in digital accounting systems (Hossain & Johora, 2024). In addition,
ongoing assessments of cyber threats are considered a critical process that provides employees
with the last updates for mitigating risks as regular training is essential for increasing their cy-
bersecurity awareness during digital accounting system usage (Stefanska & Al-Dawod, 2021).
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Moreover, it has been disclosed that fostering employees’ cybersecurity awareness strongly
enhances the protection degree of organization’s digital accounting assets (Oroni & Xianping,
2023) and internal processes (Hasani et al., 2023). Recent empirical confirmations in account-
ing systems literature have asserted that cybersecurity awareness mightily maximizes the de-
gree of dependability in performing accounting and financial transactions based on digital ac-
counting systems, fostering an organization’s culture regarding digital accounting information
assets (Hasan et al., 2021). Furthermore, empirical validations in the relevant literature have
emphasized that employees’ cybersecurity awareness considers decisive factors that reinforce
the efficiency and effectiveness of digital accounting systems (Alrfai et al., 2023).

H : cybersecurity awareness has a capacity to influence digital accounting system use among SMEs.

2.2.3. ROLE OF DIGITALACCOUNTING SYSTEMS ADOPTION ON
ORGANIZATION PERFORMANCE

Based on the diffusion of innovation theory, adoption behavior is a critical determinant employed
to discover users’ attitudes and future trends toward adopting or utilizing digital technologies
(Rogers, 1975). In the context of digital technologies adopted in the accounting field, cloud-based
accounting information systems have been adopted to improve the efficiency of accounting infor-
mation systems among companies (Moudud-Ul-Hugq et al., 2020). Advancements in cloud-based
accounting information systems have reinforced the capabilities of accounting information re-
sources and company performance (Alshirah et al., 2021). In addition, utilizing artificial intelli-
gence applications within accounting domains assists in increasing the quality of computational
accounting transactions, thereby enhancing the decision-making process (Hamza et al., 2024; Ma-
sa’deh et al., 2025; Kakizhanova et al., 2025). It has been emphasized that artificial intelligence
has an ability to enhance accounting, auditing, and financial operations through handling massive
volume of data, enabling robust analysis, risk evaluations, and future predictions (Thottoli, 2024).
The use of artificial intelligence tools in accounting plays a significant role in gaining a competitive
advantage among companies by boosting operational practice efficiency and adding considerable
value to employees and businesses (Shakdwipee et al., 2023). Moreover, employing blockchain
technology in accounting domains assists in restructuring accounting and financial data in shared
ledgers, supporting various features such as immutability, security, decentralization, traceability,
and shared resources (Akter et al., 2024; Masa’deh et al., 2024). The use of blockchain accounting
in companies enhances the management of accounting information and overall business perfor-
mance by filtering and classifying transactions across blockchain accounting (Pflueger et al., 2024;
Jiang, 2024). Finally, the use of big data provides another perspective for organizing and managing
large amounts of accounting and financial transactions in companies (Sun et al., 2024). It has been
disclosed that adopting big data in accounting scopes has an ability to improve accounting man-
agement practices and sustain firms’ performance (Abdelhalim, 2024).

Overall, deploying digital technologies within the accounting scope benefits organizations
by enhancing performance. Empirical validations have supported that adopting digitalization
among accounting domains affects the best decision-making practices due to digital technology
capabilities in reinforcing the quality of accounting information (Abu Huson et al., 2024; Var-
zaru et al., 2022). Among businesses, utilizing digital technologies within accounting improves
strategic performance and influences growth and performance (Nassani et al., 2023). Moreover,
digital technologies based on cybersecurity adoption reinforce SMEs performance by advanc-
ing accounting and financial resources, consumer orientations, interior business processes, and
organizational growth and learning (Alrfai et al., 2023; Hasani et al., 2023).
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H _: Digital accounting systems adoption has a capacity to influence organization performance
among SMEs.

3. METHODOLOGY

This study is quantitative in nature by discovering the interactions between exogenous and en-
dogenous factors of the developed model to explore the real insights of cybersecurity awareness
based on its priors on digital accounting information systems and organizational performance
among industrial companies from the employees’ perspective. Quantitative analyses were per-
formed at various stages. First, establishing a relative literature review of accounting domains,
cybersecurity awareness, and digital transformation technologies is essential. Next, the research
model was developed to integrate the model constructs. The sampling technique, data collec-
tion methods, analysis procedures, and analysis software were used to obtain the outcomes of
this study. Additionally, the results of this study are in accordance with prior studies. Finally,
research insights regarding the findings are presented.

The model of this study consists of seven constructs: cybersecurity awareness and its priors (four
constructs), digital accounting information systems, and organizational performance. The instru-
ment items of the seven constructs were adapted from the well-justified relevant literature in the
study field. First, the items of cybersecurity awareness antecedents were adapted from (Kumar et
al., 2021) as the role of senior management was measured based on four items, strategies adopted
were measured based on three items, legal consequences were measured based on five items, and
proactive information security was measured based on five items. Moreover, the items of the cy-
bersecurity awareness construct were adapted based on 4-items from (Khando et al., 2021; Oroni
& Xianping, 2023). Furthermore, the items of the digital accounting systems were adapted based
on 5-items from (Tan et al., 2009). Finally, the items of organizational performance were adapted
based on 5-items from (Rawat et al., 2019; Oroni & Xianping, 2023). Therefore, the responses
of SMEs employees were gradually ranked utilizing a Five-point Likert scale categorizing from
“Totally disagree” describing the lowest level of SMEs performance to “Totally agree” describ-
ing the highest level of SMEs performance. After developing the research instrument’s items,
four linguistic experts were invited to translate the items into Arabic because of the nature of the
research population, as this process has the capacity to provide reliable responses (Alhanatleh et
al., 2022). Next, a pilot study was conducted by selecting 25 digital accounting information sys-
tem employees to complete the new version of the study instrument. The outcomes show that all
constructs’ items had a strong factor loading (>.60) and some items were modified and rephrased
for enhancing their clarity based on pilot study respondents. As a result, the internal consistency
of model constructs and items’ content validity were strongly improved.

Listed SMEs in the Jordanian Chamber of Industry (JCI) were used to determine the population
and sample size of this study. The total number of SMEs is 15571 the total number of employ-
ees 1s 264198 (JCI, 2023). However, the population of the current study comprised employees
who deal with digital accounting information systems among SMEs in Jordan (accountants,
accounting heads of departments, accounting managers, information technology employees, in-
formation technology managers, and managers in top management). The probability sampling
method was employed to determine the required sample, as this approach can support a common
bias and generalize the study’s outcomes. Based on this method, a random sample technique
was used to choose 550 employees who deal with digital accounting systems in SMEs in Jor-
dan. After generating an electronic survey based on Google Form, the link was disseminated to
reach the selected sample. The current research was approved by the Amman Arab University
research ethics committee, which is established by the deans’ council, as the official document
number is (39/2021-2022), Decision No.: 70, Date: 20/07/2022, Rev. d). Ethical matters were
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completely issued in data collection process and the present study obligated to all principles of
informed consent, confidentiality, and harm. Therefore, only 483 responses were returned after
the questionnaire was completed. Only 435 responses were used for the analysis, as this number
is appropriate for accomplishing analysis procedures (Awang, 2018). The data collection stages
began on April 22, 2024, and finished on June 6, 2024.

4. RESULTS

Two popular analysis software packages, SPSS and AMOS Version 22, were employed to eval-
uate the findings of this research. The AMOS program has the ability to generate reliable and
accurate findings, especially among multi-construct models, such as the current study model
(Ringle et al., 2020). The analysis stages of this research followed methodological procedures
(Sarstedt et al., 2021). First, the dataset of responses was prepared using the SPSS program by
performing various statistical methods such as coding, missing values, outliers, skewness, and
normally distributed data. Second, the reliability and validity of this study model were con-
firmed using the AMOS program through a confirmatory factor analysis approach, using vari-
ous statistical methods such as model fit indices, construct reliability, convergent reliability, and
discernment validity. Finally, sophisticated hypotheses findings were retrieved using AMOS by
employing the structural equation model technique.

4.1. MITIGATION OF COMMON METHOD BIAS

To ensure the common method bias of the study model constructs, Harman’s single-factor eval-
uations were employed through using Exploratory Factor Analysis (EFA). The required cut-off
value to judge the common method bias is that the total variance of first component should be
< 50% as proposed by Podsakoff et al. (2003). Therefore, all constructs’ items (29 items) of this
study’s model were subjected to EFA as a single construct. Table 1 provides that the total vari-
ance of first component is (39.962%) which indicates that common method bias is not a critical
matter regarding the model constructs of this study.

Table 1. The obtained outcomes of common method bias.

Components Total Percentage of variance Cumulative Percentage
1 11.589 39.962 39.962
2 4.079 14.065 54.027
3 2.744 9.463 63.490
4 1.127 3.885 67.375
5 942 3.248 70.623
6 .869 2.996 73.619
7 716 2.468 76.087

Source: Based on SPSS Software.

4.2. THE VALIDITY AND RELIABILITY OF MODEL CONSTRUCTS

After completing data preparation, ensuring construct validity and reliability is a required pro-
cess that is established by evaluating three major measurements (convergent validity, com-
posite reliability, and discriminant validity), as recommended by (Rex, 2011). To do so, all
construct items of this study model were subjected to confirmatory factor analysis assessments.
Therefore, the first step in the validity and reliability measurements is to ensure the values of
items’ loading factors and covariance correlation between all constructs model achieved their
cut-off values (> .50 and <.85, respectively), leading to a model fit adequacy, as confirmed by
(Raza & Awang, 2021). The model fit adequacy was evaluated by statistically computing vari-
383
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ous indices based on their threshold values, as supported by (Awang, 2018; Talwar et al., 2019).
Table 2 shows the cut-off values and the retrieved index values regarding this study’s model,
which strongly support the adequacy of the model fit, as this guides the analysis of this research
to conduct the validity and reliability measurements.

Table 2. The retrieved findings of Model Fit indices

Indices CMIN/DF GFI NFI CFI AGFI TLI RMSEA
<5or > .90 or > .90 or > .90 or >.90 or > .90 or
Cut-off values <3 > 85 > 85 > 85 >85 | >g5 | 008
Retrieved results 2.478 .892 901 938 .865 928 .057

Source: Based on Literature and AMOS Software

In the setting of convergent validity and construct reliability assessments, Hermida (2015) af-
firmed that the convergent validity measurement computed based on the cut-off values of the fac-
tor loading approach and Average Variance extracted technique (AVE) as suggested cut-off values
for both measurements was > .50. Brown (2015) ensured that the construct reliability measure-
ments were computed based on the cut-off values of composite reliability evaluations (CR) and
Cronbach’s alpha measurements (a), as the proposed cut-off values for both measurements was >
.70. Table 3 shows the concluded outcomes regarding the construct validations, which noticeably
confirm the statistical evidence of convergent validity and construct reliability.

Table 3. Findings Matrix regarding convergent validity and construct reliability (N=435)

Constructs Coding Items | Factor Loading > .60 AVE CR o
LCO.1 771
Legal consequences LCO.2 .637 0.545 | 0.780 | 0.774
LCO.3 796
PIS.1 .802
Proactive information security PIS.2 .823 0.639 | 0.842 | 0.840
PIS.3 773
RSM.1 790
. RSM.2 .872
Role of senior management RSM.3 229 0.661 | 0.886 | 0.885
RSM.4 756
STA.1 .656
STA.2 .696
Strategies adopted STA.3 .845 0.516 | 0.841 | 0.836
STA.4 .638
STA.5 597
CYA.1 .806
. CYA.2 780
Cybersecurity awarness CYA3 740 0.622 | 0.868 | 0.862
CYA 4 .828
ADA.1 .705
ADA.2 752
Adoption of Digital accounting systems | ADA.2 798 0.545 | 0.856 | 0.851
ADA 4 744
ADA.S 731
OGP.1 .600
OGP.2 .866
Organization Performance OGP3 906 0.673 | 0.910 | 0.902
OoGP4 .887
OGP.5 .809

Source: Based on AMOS Software
384



Role of Digital Technologies Based on Cybersecurity Awareness in Enhancing Firms’ Performance: Digital
Accounting Systems Setting

To finalize the constructs’ validation measurements, Awang (2018) emphasized that discernment
validity measurements are an essential aspect. Therefore, discernment validity measurements are
computed based on the proposed equation: AVE’s square root of all model constructs (bold font)
are > AVE’s absolute values of interior correlations, as asserted by Dijkstra and Henseler (2015).
Table 4 clarifies the conclusions of the discernment validity measurements, which significantly
indicate statistical evidence regarding the discernment validity of the current model constructs.
Based on the above-mentioned statistical computations, the validity and reliability of this study
model were accomplished and received further empirical proof to conduct the next analysis stage.

Table 4. Findings Matrix regarding discernment validity measurements

1 2 3 4 5 6 7
Adoption of Digital accounting systems | 0.738
Legal consequences 0.037 0.738
Proactive information security 0.521 0.072 | 0.800
Role of senior management 0.135 | 0.712 | 0.034 | 0.813
Strategies adopted 0.050 | 0.092 | 0.037 | -0.023 | 0.718
Cybersecurity awarness 0.687 | 0.007 | 0.662 | 0.053 0.065 | 0.789
Organization Performance 0.568 | 0.073 | 0.602 | 0.095 | 0.093 | 0.797 | 0.821

Source: Based on AMOS Software

4.3. STRUCTURAL EQUATION MODEL FOR HYPOTHESES FINDINGS

After confirming the validity and reliability of the model constructs, a new dataset was generated
using the regression imputation method. Based on this, the interactions between model constructs
were implemented using the structural equation model approach to estimate the hypotheses’ find-
ings. Therefore, Figure 2 and Table 5 indicate the findings of the developed hypotheses regarding
the present study, summarizing that all the hypotheses received significant support. At the outset,
squared multiple correlations (R*) were evaluated to determine the total variance effect of the
exogenous factors on the endogenous factors, as shown in Figure 2. The outcome of the comput-
ed (R?) of cybersecurity awareness is about 0.563, clarifying that the exogenous factors (role of
senior management, strategies adopted, legal consequences, and proactive information security)
have the ability to predict 56.3% of the total variance effect on cybersecurity awareness. Further-
more, the computed (R?) of adoption of digital accounting is nearly 0.573, explaining that the
exogenous factor (cybersecurity awareness) has the ability to predict 57.3% of the total variance
influence on the adoption of digital accounting. Finally, the computed (R?) of organizational per-
formance is roughly 0.390, indicating that the exogenous factor (adoption of digital accounting)
has the ability to predict 39% of the total variance influence on organizational performance.

Figure 2. The structural equation model estimations of the study model

Role of senior management
Strategies Adopted \ ? 57 39
fon of dig ing | 52
Cybersecurity Awaress .ZE.- Adoption og;i;?;t::saccountlng L Organization Performance

§  Legal Consequences 7’"
Proactive Information Security

Source: Based on estimations of SEM in AMOS Software
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Table 5 presents the estimated findings for the current research hypotheses. First, the findings
reveal that the role of senior management offers a significant and positive influence on cyberse-
curity awareness among employees in Jordanian SMEs (=0.220%**), as the first hypothesis re-
ceives empirical evidence. Furthermore, the findings indicate that the confirmed strategies offer
a significant and positive influence on cybersecurity awareness among employees in Jordanian
SME:s (B=0.088%*), as the second hypothesis receives empirical evidence. Additionally, the find-
ings affirmed that legal consequences have a significant influence on cybersecurity awareness
among employees in Jordanian SMEs (B= -0.272***), as the third hypothesis received empiri-
cal evidence. Moreover, the findings emphasize that proactive information security has a signif-
icant and positive influence on cybersecurity awareness among employees in Jordanian SMEs
(B=0.852***)_as the fourth hypothesis receives empirical evidence. In addition, the findings re-
vealed that cybersecurity awareness has a significant and positive influence on the Adoption of
Digital accounting among employees in Jordanian SMEs (=0.634***), as the fifth hypothesis
receives empirical evidence. Finally, the findings reveal that the Adoption of Digital accounting
asserts a significant and positive influence on organizational performance among employees in
Jordanian SMEs (B=0.537**%*), as the sixth hypothesis receives empirical evidence.

Table 5. The statistical evaluations of hypotheses findings

Hypothesis B SE. | CR P
Role of senior management - Cybersecurity awareness 220 .057 3.858 Ak
Strategies adopted = Cybersecurity awareness .088 .037 2.377 .017
Legal consequences = Cybersecurity awareness =272 .066 -4.094 *oA*
Proactive information security > Cybersecurity awareness .852 .036 23.938 oAk
Cybersecurity awareness = Adoption of Digital accounting systems .634 .026 24.780 oAk
Adoption of Digital accounting systems - Organization Performance 537 .031 17.080 HAK

Notes: *p < 0.05; **p < 0.01,; ***p < 0.001

Source: Based on AMOS Software evaluations

5. DISCUSSION

The main objective of this study was to empirically estimate the role of cybersecurity based
on its antecedents in digital accounting systems and, eventually, overall organizational perfor-
mance among SMEs in Jordan from employees’ perspectives. The findings of this study show
that all the developed hypotheses receive empirical support. The findings of (R?) indicate that
cybersecurity awareness based on priors and digital accounting systems can predict the overall
performance of SMEs in Jordan.

The findings of H, indicate that the role of senior management has a positive and significant
influence on cybersecurity awareness, which is congruent with prior studies (Pigola et al., 2024;
Kumar et al., 2021; Xue et al., 2018). This empirical validation suggests that establishing an
adequate information security culture among SMEs in Jordan can enhance employees’ cyber-
security awareness and lead to applicable cybersecurity objectives. Ongoing evaluation of the
cybersecurity level is a required process that managers should conduct to continuously improve
cybersecurity goals. The findings of H, reveal that strategic adoption ensures a positive and
significant influence on cybersecurity awareness, which is congruent with prior studies in ex-
isting literature (Skopik et al., 2016; Kumar et al., 2021). This empirical evidence suggests that
senior managers in SMEs in Jordan may always seek to enhance their strategic vision regarding
information security, leading to practical information technology security purposes. Adopting
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appropriate information security risk management controls assists in reducing cybersecurity
threats and reinforces employee cybersecurity awareness. Sharing analyzed information and
knowledge about cybersecurity threats with other SMEs in Jordan suggests that it bolsters in-
formation security goals and increases employees’ cybersecurity awareness.

The findings of H, found that legal consequences are a considerable determinant of cybersecurity
awareness, which is congruent with prior studies in the existing literature (Ratten, 2019; Samtani
et al., 2017; Kumar et al., 2021). The negative value of the relationship indicates that increas-
ing legal consequences framework decreases employees’ cybersecurity awareness. The potential
explanation of negative relationship is that assertive legal consequences may lead to decrease
employees’ engagement with cybersecurity among SMEs in Jordan. In addition to, overreliance
on legal consequences platforms may provide employees with a fake security feeling, support-
ing that the responsibilities of cybersecurity awareness assign to SMEs in Jordan, leading to
believe that legal consequences can prevent cybersecurity risks without an effective employee
participating. Furthermore, employees of SMEs in Jordan may consider legal consequences as
perceived irrelevance, leading to reduce their responsibilities about threats and accountabili-
ty. However, this empirical validation suggests that complying with law-enforced surveillance
approaches is a required procedures for SMEs in Jordan, assisting in increasing the protection
rate against various sources of cyber threats. Reporting prior cybersecurity attacks to regulatory
authorities is a necessary process that helps reinforce information protection and positively influ-
ences employees’ cybersecurity awareness. The findings of H, reveal that proactive information
security is critical prior to cybersecurity awareness, which is congruent with prior studies in the
existing literature (Appiah et al., 2020; Kumar et al., 2021). This empirical evidence indicates
that senior managers of information technology security should revise and update the policies
of internet services among SMEs in Jordan. In addition, having qualified training programs on
security issues suggests maximizing the rate of employees’ cybersecurity awareness.

The findings of H, emphasize that cybersecurity awareness strongly influences the adoption of
digital accounting systems, which is congruent with prior studies in existing literature (Oroni
& Xianping, 2023; Alrfai et al., 2023). This empirical evidence suggests that SMEs in Jordan
should support their employees with sufficient knowledge and experience toward cybersecurity
awareness policies, leading to enhanced digital accounting system usage. Preparing comprehen-
sive training programs on employees’ cybersecurity awareness, including managerial practices,
cyber risks, security policies, and compliance, suggests an increase in the adoption rate of digital
accounting systems among SMESs in Jordan. The findings of H, support the idea that the adoption
of digital accounting systems has a significant influence on organizational performance, which
is congruent with prior studies in existing literature (Pflueger et al., 2024; Jiang, 2024). This em-
pirical evidence confirms that adopting digital accounting systems robustly enhances the value,
competitiveness, and overall performance of SMEs in Jordan. Therefore, SMEs in Jordan should
carefully choose adequate digital technologies to implement effective accounting systems to
serve accounting practices and ultimately enhance organizational performance.

6. RESEARCH IMPLICATIONS
6. 1. THEORETICAL IMPLICATIONS

This study provides new theoretical insights into relevant literature. Firstly, this study explores
factors influencing SMEs performance through integrating Human-Organization-Technology
theory and Diffusion of Innovations theory to enhance overall performance among organiza-
tions. The current study differs from previous investigations by interacting model constructs to
predict SMEs performance, especially in developing nations. By integrating previous theories,
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the retrieved results of (R?) by the SMEs performance construct were 39%. The most likely
explanation is that employees who have better knowledge and understanding of cybersecuri-
ty policies could be more realized regarding the riskiness of cyber-attacks, while employees
who have sufficient skills to use digital accounting systems could positively affect organiza-
tional performance. Second, the outcomes of this research confirm that the Human-Organiza-
tion-Technology theory support that the alignment between SMEs components (employees,
organizational, and information technology) provides a strong chance for successful digital
accounting information systems implementation and quality. In addition to, the outcomes of
this study ensure that extending the Human-Organization-Technology theory by combining
Diffusion of Innovations theory has an ability to offer a comprehensive overview about the dy-
namic changes affecting each dimension of Human-Organization-Technology model. Thirdly,
to the best of the authors’ knowledge and experience, this study considers the first research of
its kind, which explores the role of cybersecurity awareness based on the role of senior man-
agement, strategies adopted, legal consequences, and proactive information security on digital
accounting systems to estimate overall performance among SMEs in developing nations. Fi-
nally, the findings of this research ensure that increasing employees’ cybersecurity awareness
can drive the process of adopting digital accounting systems and significantly influence overall
performance among SMEs in Jordan.

6.2. PRACTICAL IMPLICATIONS

Moreover, this study offers several practical implications. Cyber risks in developing countries
are considered a great defiance to employees, businesses, and digital accounting systems. From
a research point of view, the findings of this work concentrate on the necessity to conduct fur-
ther scientific research into the determinants affecting cybersecurity awareness. Furthermore,
it explores how cybersecurity awareness influences the adoption of digital accounting systems,
and ultimately, overall organizational performance. The findings of this research indicate that
the role of senior management, strategies adopted, legal consequences, and proactive informa-
tion security in digital accounting systems as determinants have the ability to form employees’
cybersecurity awareness. Therefore, enhancing these determinants will positively affect em-
ployees’ behavior toward cybersecurity awareness. Moreover, SMEs may prioritize employees’
cybersecurity awareness based on their priors in order to reinforce digital accounting system
usage. By doing so, SMEs can affirm a secure workplace environment, particularly during
digital accounting system usage to conduct accounting and financial transactions. Additionally,
implementing an adequate and effective digital accounting systems depending on cybersecurity
measures can protect accounting and financial assets and significantly impact SMEs perfor-
mance in Jordan. Subsequently, senior managers, policymakers, information technology, and
accounting managers among SMEs in Jordan could establish the following practical insights:

* Continually analyze and classify various cyber threats to reform and update cyberse-
curity policies. Therefore, applying an adequate cybersecurity framework can support
SME:s to systematically perform segmentation of cyber-attack resources that greatly en-
hances employees’ cybersecurity awareness and quick responses to reduce the negative
impact of cyber-risks. This process can support SMEs readiness to mitigate different
type of risks.

* Continuous to evolve new regulations, principles, and instructions can assist SMEs to
report cyber-attacks and enhance threat detection strategies.

* SMEs may use several tools to improve cyber-attacks monitoring such as employees’
behavior analytics that allow SMEs to quickly detect various resources of dubious prac-
tices. Using proactive detection methodologies has an ability to support a quick re-
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sponse and contain emerging cyber-attacks.

* Providing employees with practical skills and knowledge regarding cybersecurity
awareness through qualified workshops and training. To provide a quick response, using
digital marketing tools such as short video approach may help SMEs to provide a quick
training for employees.

* Develop an infrastructure of digital accounting systems in accordance with safety and
security policies to offer quality outcomes regarding accounting and financial practices
and eventually strengthen SMEs performance. Improving digital accounting systems
infrastructure can enhance the efficiency and effectiveness of SMEs as upgrading with
high-quality servers, adopting new digital platform like cloud-based accounting sys-
tems, and ensuring security of data enable SMEs to perform their core functions and
timely execute accounting transactions. These enhancements help SMEs to increase the
quality of accounting and financial functions, resulting in fostering SMEs performance.

6. 3. LIMITATIONS AND FUTURE RESEARCH

Similar to prior empirical investigations, this study has various challenges, limitations, and
potential future work. At the outset, the study findings need to be generalized. Future work
may be conducted in various fields to maximize the sample size and generalize the outcomes.
Next, even though this study uses some techniques to mitigate common method bias and causal
inference issues, there is risks to generalize and mislead hypotheses claims. To reduce these is-
sues, conducting research from multiple sources has an ability to mitigate common method bias
matters and performing longitudinal research design can minimize causal inference matters.
Additionally, this study focuses on employees’ perspectives as human behavior that considers
a complex to be measured due to multiple internal and external factors affecting their behavior
and attitude. Future trends could investigate the same model based on a time-series approach
that is expected to provide considerable insights into the current study area. The organization
size also suggests to be a stressor factor as the type of training and cybersecurity infrastructure
distinguishes among large and small businesses. Future works may consider organization size
as primary key to increase organization performance. In addition to, focusing on how legal con-
sequences framework opens critical opportunities to conduct further investigations to highlight
factors increasing cybersecurity awareness and SMEs performance such as employee engage-
ment, trust, psychological mechanisms, and perceived fairness. Moreover, the mediating role
of cybersecurity awareness and digital accounting systems has not yet been estimated. Future
studies may make additional contributions by examining these directions. Furthermore, orga-
nization type and age as moderator factors suggest a deep understanding toward SMEs perfor-
mance in Jordan, as they could be evaluated. Besides, adding other factors to the current study’s
model is expected to offer a comprehensive overview of its objectives. As widely investigated
in relevant literature, adding cybersecurity knowledge may drive cybersecurity awareness and
reinforce digital accounting system usage. Finally, future trends may employ various theoretical
backgrounds to confirm the relationship between cybersecurity awareness and business perfor-
mance. Resource-Based View, Institutional Theory, and Contingency Theory have an ability to
clarify the nexus between cybersecurity awareness and business performance.

7. CONCLUSION

Owing to the rapid development of digital business, there is a large demand to reinforce the
performance level among organizations and employees. Cybersecurity awareness, as a major
stressor, is influenced by various factors such as human factors, organizational capabilities,
and technology factors. This study investigates the role of cybersecurity awareness based on
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its priors in enhancing the capabilities of digital accounting systems and increasing SMEs per-
formance in Jordan. The outcomes of this study assert that the role of senior management,
strategies adopted, legal consequences, and proactive information security play a critical role
in increasing the knowledge and vision of employees’ cybersecurity awareness to safeguard
themselves from cyber threats among SMEs in Jordan. SMEs in Jordan can establish powerful
cybersecurity strategies to positively affect employees’ behavior and knowledge of using digital
accounting systems. Thus, SMEs reinforce a secure business environment that likely maxi-
mizes the adoption rate of digital accounting systems and enhances the overall performance
of SMEs in Jordan. The outcomes of this study also affirm that senior managers of SMEs in
Jordan can take pre-action measures based on the interplay between model constructs to in-
crease employees’ cybersecurity awareness to enhance digital accounting system functions,
resulting in fostering companies’ performance. Therefore, this research distinguishes from prior
works by contributing to relevant literature through confirming the role of the Human-Orga-
nization-Technology model and Diffusion of Innovations theory, especially among SMEs in a
developing economy. The combination between these theories is firstly ensured in this study
that addresses the understanding of the complex interplay between cybersecurity awareness and
SMEs performance in Jordan.
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